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2R Traefik
1. BAH

https://doc.traefik.io/traefik/

2. @
Traefik@ —>A T iLEBEMAR S EMEEMEEAEKIAHTTP R AE, REHETA,

BXFEFHZHEE (Docker, Swarm, Kubernetes, Marathon, Mesos, Consul, Etcd,

Zookeeper, BoltDB, Rest API, file...) kB zht.. shAKNBEREEHIXE.

3. REREE
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Tracefik ARCHITECTURE AT A GLANCE
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o Service ¥EKREAALNA , ARAECENARLGLIEE NEKHKFRIRS

 Middlewares FEMF , ARG UOEREERIEERAAME FINT , PRIFRHIHRIRE
Mt , B—FEERAEFIRS 2 AABERN—MTIE

Nginx-IngressfITraefik X3l

1. Ingress Controller

k8s BB 1T —/ X —1 K controller SktaTgiats. &R, Ingress Controller F2
W95 Ingress FEHALAAM—NELY, |, KGR k8s HIRIFERAEAN O api-server BHTIB{E3CE..
K8s 3#7&48 B Ingress Controller , & R 2—FtrE , BAKIAZH , SEZEACHMET
% , & A2 Nginx Ingress Controller #1 Traefik Ingress Controller,

Ingress Controller WEIESK , ULEC Ingress ¥ &AM , ILECE T ®idk &K E faism Service , T
Service A]RERFRMA/F¥H Pod BZ A , W — ML AZIAB Pod , B Pod 4LIHVE
K.
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2. nginx-ingress

TR - 224 L & Docker HARF0 kubernetes 2Rk L A& F JLEA FFAEHRAT | FilA
— et R AR ARS8 bb a0 nginx, apache FRIGMHEHEZIF , FTAA S HIN Ingress
Controller XFP <P 3k kubernetes AN 57w a4 2520 nginx 2 [A){##4r3% ; BD Ingress
Controller IEIERLZE X1 T BEIR kubernetes 3T &, A5 Anginx Bt & , & /areload.

{F FAnginx{E A aTm E 191 , Bidingress controller KT Flkubernetes apiZz &, SREJEK
B fgitservice , pod AL, , ARESNSENgInxficE , HRFEIEAER , FRIRS %
WHRB M.

3. traefik
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traefikZA S RITHIFBER KT ERkubernetes apiXz B, /&A1 fadmservice , podFMAE, , B

MEMBECEIFER.

4. traefik{ R

o RER

o REBRRHAKE , (EH GO EEMET T

o X¥rEx/]MLE 7T Docker 5%

o YRZFMFE , 2l Docker, Swarm mode, Kubernetes, Marathon, Consul, Etcd,
Rancher, Amazon ECS &%

* X #F REST API

s BCENHRER , AFRERURE
© FFETRRTHIRE

o IFRRII. I

o fRMERIER UL &£l

* X #F Websocket, HTTP/2, GRPC

o BINEH HTTPS IEFH
o XFFE T ASEEHER
5. Nginxf1Traefiki#[a XJ bk

Nginx Ingress

Traefik ingress

N http/https. http2. grpc. tcp/udp http/https, http2, grpc. tcp. tcp+tls

MHILEC  host, path host, path, headers, query. path
prefix, method

fh&=TE - HAsFEEm % =E

XFF

BREREE - SLEE. WEREE. KERE

upstream B, B, ORI Bk, B, OBERN, kT

R

REFE RR, £VERFF. m/vER. &ER WRR, zhi&RR. &1ERFF

Bk 8], —=thash
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Nginx Ingress Traefik ingress

MR [CILEZ1 5 N Golang/Ws , BRER S , IFRZH

Javm , WEWebUI

7.9t XA fRRNginx reload , HHZ , B XA—BIFRIEHRA
BY EittaeE

helmEBEtraefik

1. S%30H

o BANHY : https://doc.traefik.io/traefik /getting-started/install-traefik/

o gtihubdtidik : https://github.com/traefik/traefik-helm-chart

2. WRFM

e KuberneteshR&1.14+

o HelmpfiA<3+

3. B¥traefik

# Wrepo

[root@k8s-1 ~]# helm repo add traefik https://helm.traefik.io/traefik
# EHirepotERIR

[root@k8s-1 ~]# helm repo update

# BHrepotEtraefik

[root@k8s-1 ~]# helm search repo traefik

NAME CHART VERSION APP VERSION DESCRIPTION

stable/traefik 1.87.7 1.7.26 DEPRECATED - A Traefik based
Kubernetes ingress...

traefik/traefik 9.12.3 2.3.6 A Traefik based Kubernetes ingress
controller

# fliEtraefik-v24&#R%|A)

[root@k8s-1 ~]# kubectl create ns traefik

# Litraefik

[root@k8s-1 ~]# helm install --namespace=traefik traefik traefik/traefik
# BFhelmd|&k

[root@k8s-1 ~]# helm list -n traefik

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

traefik traefik-v2 1 2020-12-29 12:16:57.773419046 +0800 CST
deployed traefik-9.12.3 2.3.6

# BEpodRBEE

[root@k8s-1 ~]# kubectl get pod -n traefik

NAME READY STATUS RESTARTS AGE
traefik-6657f6775d-v6s7b 1/1 Running 0 36s

4. FZFEtraefik dashboard R %

6/20



MBILT , BT REEE , RELTF Traefik ({ERIR. ATRUB IS 36O H A SR

HRi77(E]

kubectl port-forward $(kubectl get pods --selector
"app.kubernetes.io/name=traefik" --output=name -n traefik) -n traefik --
address 0.0.0.0 9000:9000

# WNREBIWA MRS B TTiETIA)

Forwarding from 0.0.0.0:9000 -> 9000

Handling connection for 9000

E1229 13:10:40.655810 243434 portforward.go:400] an error occurred forwarding
9000 -> 9000: error forwarding port 9000 to pod

de96185927c5a2a6150c67130c14ef0f97f14900144389122570ccfc4b5b3179, uid : unable to

do port forwarding: socat not found

Handling connection for 9000

E1229 13:11:06.847006 243434 portforward.go:400] an error occurred forwarding
9000 -> 9000: error forwarding port 9000 to pod

de96185927c5a2a6150c67130c14ef0f97f14900144389122570ccfc4b5b3179, uid : unable to

do port forwarding: socat not found
Handling connection for 9000

# fRIRINEENode T R &d socat
yum install socat

REBITENFMVBAOKEZ CRD : kubectl apply -f dashboard.yaml
# dashboard.yamlapiVersion: traefik.containo.us/vlalphal

kind: IngressRoute
metadata:
name: dashboard
namespace: traefik
spec:
entryPoints:
- web
routes:
- match: Host( traefik.localhost™) && (PathPrefix( /dashboard’) ||
PathPrefix( /api’))
kind: Rule
services:
- name: api@internal
kind: TraefikService

& thost fgif7lalhttp: //traefik localhost/dashboard/

FahEfEtraefik IngressRoute

yamlFBEPE traefik 4y AjingressRouteFlingress#f , ingressRoute£2.1 A fFHETA
BE , ISR | M) EBSHFIE 1R (path) & FHAIE 4 (hos) HTTPREEH , AKX HTTPSHEC
B, XHfET IngressRoute 5 EE X CRDY & , b ZHFTCP, UDPEAKH A4
SR
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1. FRHESE
o k8SHRA : 1.18.14

e traefikhi 4~ : 2.3.6
o H¥masterTRAHDET R , TERMRMK |, etho : k8sEFFAMip eth123Mip
2. QI CRD®IR

1£ traefik v2.1 hRANf5 , FFiA{EF CRD (Custom Resource Definition) 5T EHACE
%, LFEERAIGIZE CRD TR,

A7 traefik-crd.yam] 3244
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apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition
metadata:
name: ingressroutes.traefik.containo.us
spec:
group: traefik.containo.us
version: vilalphal
names:
kind: IngressRoute
plural: ingressroutes
singular: ingressroute
scope: Namespaced

apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition
metadata:
name: middlewares.traefik.containo.us
spec:
group: traefik.containo.us
version: vilalphal
names:
kind: Middleware
plural: middlewares
singular: middleware
scope: Namespaced

apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition
metadata:
name: ingressroutetcps.traefik.containo.us
spec:
group: traefik.containo.us
version: vilalphal
names:
kind: IngressRouteTCP
plural: ingressroutetcps
singular: ingressroutetcp
scope: Namespaced

apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition
metadata:
name: ingressrouteudps.traefik.containo.us
spec:
group: traefik.containo.us
version: vilalphal
names:
kind: IngressRouteUDP
plural: ingressrouteudps
singular: ingressrouteudp
scope: Namespaced

apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition
metadata:
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name: tlsoptions.traefik.containo.us
spec:
group: traefik.containo.us
version: vilalphal
names:
kind: TLSOption
plural: tlsoptions
singular: tlsoption
scope: Namespaced

apiVersion: apiextensions.k8s.io/vilbetal
kind: CustomResourceDefinition
metadata:
name: tlsstores.traefik.containo.us
spec:
group: traefik.containo.us
version: vilalphal
names:
kind: TLSStore
plural: tlsstores
singular: tlsstore
scope: Namespaced

apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition
metadata:
name: traefikservices.traefik.containo.us
spec:
group: traefik.containo.us
version: vilalphal
names:
kind: TraefikService
plural: traefikservices
singular: traefikservice
scope: Namespaced

B2 Traefik CRD &R}

# kubectl apply -f traefik-crd.yaml

3. QI RBACAR

Kubernetes 1£ 1.6 lRAF 5| N T ETHEBHARIETH] (RBAC) RREE , A{EXS
Kubernetes 2 J5F0 API FH{TARAIEI5E], Traefik EE—EHIAR , FTLUXBIRHTHIE
1F Traefik ServiceAccount 3+ Be— & IR .

B3 traefik & Fr 2= A]

kubectl create ns traefik

B traefik-rbac.yaml 34
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# ServiceAccount

apiVersion: vi

kind: ServiceAccount

metadata:
name: traefik-ingress-controller
namespace: traefik

# ClusterRole

kind: ClusterRole

apiVersion: rbac.authorization.k8s.io/vlbetal

metadata:
name: traefik-ingress-controller
namespace: traefik
rules:
- apiGroups:
n
resources:
- services
- endpoints
- secrets
verbs:
- get
- list
- watch
- apiGroups:
- extensions
- networking.k8s.io
resources:
- ingresses
- ingressclasses
verbs:
- get
- list
- watch
- apiGroups:
- extensions
resources:
- ingresses/status
verbs:
- update
- apiGroups:
- traefik.containo.us
resources:
- middlewares
- ingressroutes
- traefikservices
- ingressroutetcps
- ingressrouteudps
- tlsoptions
- tlsstores
verbs:
- get
- list
- watch

# ClusterRoleBinding
kind: ClusterRoleBinding

apiVersion: rbac.authorization.k8s.io/vilbetal
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metadata:
name: traefik-ingress-controller
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: traefik-ingress-controller
subjects:
- kind: ServiceAccount
name: traefik-ingress-controller
namespace: traefik

4132 Traefik RBAC %R

kubectl apply -f traefik-rbac.yaml

4. glEtraefikECE

£ Traefik PE=FMARENFHERE | FECEXHT. EGL{TSHT. BEWER
AEfE® , BT Traefik BALEIRZ , BT CLIEXANERAE , —AREHR G A
HIETUSERCEXHT , AR ConfigMap , FHIEN traefik .

B17E traefik-config.yaml 324
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kind: ConfigMap
apiVersion: vi
metadata:
name: traefik-config
namespace: traefik

data:
traefik.yaml: |-
serversTransport:
insecureSkipVerify: true ## Traefik ZBRIIERIEARSH TLS iEH
api:
insecure: true ## 9 HTTP A=\i(R) API
dashboard: true ## JAF Dashboard
debug: false ## [J3F Debug FHAEZ
metrics:
prometheus: metrics ## BLE Prometheus WImTEFREURE , IHMEMBIARE
entryPoints:
web:
address: ":80" ## LB 80 M , IFRENOLIKA web
websecure:
address: ":443" ## OLE 443 w0 , FREANOKLFRHK websecure
traefik:
address: ":8080" ## BCE 8080 im[ , IERBEANMOLFA dashboard
metrics:
address: ":8082" ## BCE 8082 g , fEAmetricsit&EANN
tcpep:
address: ":8000" ## BCE 8000 ¥w[ , fEMtcp AE
udpep:
address: ":9000/udp" ## BCE 9000 ¥xO , fEAudp AO
providers:
kubernetescrd: ## 2P Kubernetes CRD AREECEMKAFLNY
ingressclass: ""
kubernetesingress: ## JAE) Kubernetes Ingress A SRELE IKEILNY
ingressclass: ""
log:
filePath: "/etc/traefik/logs/traefik.log" ## WEVRRKBESHIE
12, R AT Nt EEEH &
level: error ## WEERXBERR
format: "" ## WEWRBEEER
accesslLog:
filePath: "/etc/traefik/logs/access.log" ## WEABEXHFEERE
2, MERAFT N RS A
format: "" ## RE VR BEER
bufferingSize: 0 # REE B EEFIT
filters:

#statusCodes: ["200"] ## REREBIESRESHEECENNEBEE
retryAttempts: true ## WEAEARENRKE , REARIBEE

minDuration: 20 ## WERBEKNERIEEFENBAANRBEE
fields: ## RENDHEPRNFEREERE (keep {RE. drop R{RE)
defaultMode: keep # REIARB IR BEFR
names: ## & 3R BB R FE AR R E R B AR
ClientUsername: drop
headers: ## WE Header PFEEBRD
defaultMode: keep ## WEIARE Header HFE
names: ## 413 Header FHFFIFEAFHIRCERBER

User-Agent: redact
Authorization: drop
Content-Type: keep

$13# Traefik ConfigMap & i
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kubectl apply -f traefik-config.yaml

5. TR ElabelirE

AT & masterT MR R UDLET R, BEIEAIZAmasterD RIXE
Label , X#¥UFEFEIERT Pod £ BEFNEEENXE Label 7 AL,

“work1 1T IR ERE

kubectl label nodes k8s-master IngressProxy=true

BEET Rlabe5E
[root@k8s-master traefik]# kubectl get nodes --show-labels
NAME STATUS ROLES AGE VERSION LABELS

k8s-master Ready master 227d v1.18.14

IngressProxy=true, beta.kubernetes.io/arch=amdé4, beta.kubernetes.io/os=1inux, kuberne
master, kubernetes.io/os=1inux, node-role.kubernetes.io/master=

k8s-workl Ready <none> 227d v1.18.14

beta.kubernetes.io/arch=amd64, beta.kubernetes.io/os=1inux, kubernetes.io/arch=amd64,
workl, kubernetes.io/os=1inux

k8s-work2 Ready <none> 227d vl1.18.14

beta.kubernetes.io/arch=amd64, beta.kubernetes.io/os=1inux, kubernetes.io/arch=amd64,
work2, kubernetes.io/os=1inux

k8s-work3 Ready <none> 227d v1.18.14

beta.kubernetes.io/arch=amd64, beta.kubernetes.io/os=1inux, kubernetes.io/arch=amd64,
work3, kubernetes.io/os=1inux

6. Deployment&i&Etraefik

{# FiDeamonSeta}, & DeploymentI A] ZRE |, I AME FADeployment 5 EFE Traefik , &l
AERE N, VHE ZEIngressProxy=truef{ i} & masteri 1T =

B3 traefik TFF L traefik-deploy.yaml
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# Deployment
kind: Deployment
apiVersion: apps/vi
metadata:
name: traefik
namespace: traefik
labels:
app: traefik
spec:

replicas: 1 #&IA%Ch1 , RAEHRRE—Bwork1AhsTm

selector:
matchLabels:
app: traefik
template:
metadata:
labels:
app: traefik
spec:

serviceAccountName: traefik-ingress-controller

terminationGracePeriodSeconds: 1
containers:
- name: traefik
image: traefik:v2.3
args:

- --configfile=/config/traefik.yaml

ports:
- name: web
containerPort: 80
- name: admin
containerPort: 8080
- name: tcpep
containerPort: 8000
- name: udpep
containerPort: 9000
securityContext:
capabilities:
drop:
- ALL
add:
- NET_BIND_SERVICE
volumeMounts:
- mountPath: "/config"
name: "config"

- mountPath: /etc/traefik/logs

name: logdir

- mountPath: /etc/localtime
name: timezone
readonly: true

volumes:
- name: config
configMap:

name: traefik-config
- name: logdir
hostPath:
path: /data/traefik/logs
type: "DirectoryOrCreate"
- name: timezone
hostPath:
path: /etc/localtime

=y

DY

## R IF LR AR
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type: File

tolerations:

- operator: "Exists" # REBRLFARR , BLETRBRE TR
hostNetwork: true ## FFiohostMig | IR =ML A KK MHERE
nodeSelector: ## WEnodelfkss , T4FE labe T A L B3h

IngressProxy: "true" ## FWEZEIngressProxy: "true"MTR

# Service

apiVersion: vi
kind: Service
metadata:
name: traefik
namespace: traefik
spec:
type: NodePort ## BMRFIALB , BTIRE &M, FiB¥ANodePort
selector:
app: traefik
ports:
- protocol: TCP
port: 80
name: web
targetPort: 80
- protocol: TCP
port: 8080
name: admin
targetPort: 8080
- protocol: TCP
port: 8000
name: tcpep
targetPort: 8000
- protocol: UDP
port: 9000
name: udpep
targetPort: 9000

Kubernetes 3% Traefik

kubectl apply -f traefik-deploy.yaml

EERIRMER
[root@k8s-master traefik]# kubectl get pod -n traefik
NAME READY STATUS RESTARTS AGE
traefik-v2-7f797bccb6-cm46v 1/1 Running 0] 3h7m
[root@k8s-master traefik]# kubectl get svc -n traefik
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
AGE
traefik-v2 NodePort 10.101.231.184 <none>
80:32077/TCP, 8080:30421/TCP, 8000:30899/TCP 3h7m
traefikudp-v2 NodePort 10.111.159.51 <none> 9000:30579/UDP
3h7m

traefikfjdashboard{$ Finodeport&Z R% , ¥ 808o0uxm O 85130421 , FAE(A]
http://192.168.10.11:30421/
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« C @ b FEE | 1520681000504 ardy/® 4 s T @ @

| @ FBE& © Hobor @ KubemewDmhbo. ) Grsfons  § PrometheusTimeS.  § lerimanager mEz-LEmin. @ S@E8 O trE-Eeme. [ Downlosd Vit

traofik (A} Dashboara P Conmect with Trasfik Pilot

-] Entrypoints
:8082 :8000 :8080  :9000/... :80 1443
@ HTTP

u Success 5 D Success 4 n Success 2
n ‘Warnings 0 D Warnings 0 n ‘Warnings 0
B Errors 0 E Errors 0 n Errors 0

7. dashboardECE httpiz 4 Vila)

Traefik Iy FHEZRERETTAY , treafikfiiDashboard AjsveZEHY B2 ClusterIP |, 33 F SRBCE I8,
LZFN | # i traefik.local.comijj|a)dashboard

B3 Traefik Dashboard &N 4 traefik-dashboard-route.yaml

apiVersion: traefik.containo.us/vilalphail
kind: IngressRoute
metadata:
name: traefik-dashboard-route
namespace: traefik

spec:
routes:
- match: Host( traefik.local.com”)
kind: Rule
services:

- name: api@internal
kind: TraefikService

£1%E Traefik Dashboard #&EFLNIXT S

kubectl apply -f traefik-dashboard-route.yaml

BINEIRESR

[root@k8s-master traefik]# kubectl get ingressroute -n traefik
NAME AGE
traefik-dashboard-route 44m
[root@k8s-master traefik]# kubectl describe ingressroute -n traefik
Spec:
Routes:
Kind: Rule
Match: Host( traefik.local.com’)
Services:
Kind: TraefikService
Name: api@internal
Events: <none>
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ACE Hosts , B Pig @R & iAR RS , IRESHIT DNS fifth , B TFXEIRE
DNS AR Z- 253t TR MEAT , ATAE L hosts LA Traefik FEE T Rl IP M EE
M host 485E . FTFFERINA) Hosts BCE XXM , FEMATHEHECE :

192.168.10.10 traefik.local.com

BCETEAE , FTITN A as s \HBE - http://traefik.local.com ¥TFF Traefik
Dashboard.,

=] Entrypoints

:8082 :8000 :8080  :9000/... :80 1443

@& HTTP

8. dashboardBELE httpsiz4Z Vjin)

EXFREFIMEF | KM ERFEE AhttpsMEVIR] , AT AE A CANLAMA K
WD, BANMAFNE |, B(E AopenssE REEBEP ] |, 7 kK A Traefikf{)dashboard
S, BeE httpsi& ES

BIIEH X

#BlE— N traefikiEFPBEF
mkdir /root/k8s-install/traefik/tls && cd /root/k8s-install/traefik/tls

#OIRUEH
openssl req -newkey rsa:2048 -nodes -keyout tls.key -x509 -days 365 -out tls.crt
#XBEEHIINE , E—HKEIZE T

# LB R T LT E—Nert XM —1 key3ff

[root@k8s-master tls]# 1ls
tls.crt tls.key

{F Ffsecret¥f % , Bt fE1EEsecretF

kubectl create secret tls traefik-tls --cert=tls.crt --key=tls.key -n
traefik
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BEEsecret’&R

[root@k8s-master tls]# kubectl get secrets -n traefik

NAME TYPE

DATA AGE

default-token-nf45n kubernetes.io/service-account-token
41m

traefik-ingress-controller-token-fzpq4 kubernetes.io/service-account-token
40m

traefik-tls kubernetes.io/tls

43s

[root@k8s-master ssl]# kubectl describe secrets -n traefik

tls.key: 1708 bytes
tls.crt: 1237 bytes

“traefikfIE —MECE

apiVersion: traefik.containo.us/vilalphal
kind: IngressRoute
metadata:
name: traefik-dashboard-route-tls
namespace: traefik
spec:
routes:
- match: Host( traefik.local.com”)
kind: Rule
services:
- name: api@internal
kind: TraefikService
tls:
secretName: traefik-tls

£13# Kubernetes Dashboard §& LRI

kubectl apply -f traefik-dashboard-route-tls.yaml

ACE Hosts X4

192.168.10.10 traefik.local.com

BCETEAE , FTIN A st \HbE : https://traefik.local.com FTFF Dashboard
Dashboard.,

2, , traefikEE ST,
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= C @ A& T | skl . s B 8

| @ F2Ea © Habor @ EebemeDmbbo. ) Grne @ FromethemTmef. & Aemensge ) HEE-LENLE. [ AESS @ t2F-SA8%. [ Dowiow i

tre=fik (@ Dashboard Connect with Traefik Pilot

=] Entrypoints

:8082 :8000 :8080 :9000/... :80 1443
@ HTTP

Routers Explors =3 Services Explore —3 Middlewares Explors

B Success 5 E Success 4
c Warnings o c wamings
B Errors 0 ﬂ Errars 0

n Success. 2
U Warnings
E Errors 0

(=]
(=]
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