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https://www.cnblogs.com/yyhh/p/5140852.html
https://www.telerik.com/download/fiddler
https://pan.baidu.com/s/1bpnp3Ef

Download Fiddler

Choose your download based on the version of the NET Framewaork installed on your PC.
Users of Windows 8+ should choose Fiddler4.

Fiddler for NET4

Version £.6.15, ~Imb Signed EXE

Released on Movember @, 2015

Fiddler for NET2

Version 2615, ~Imb Signed EXE

Released on November @, 2015

[ Keep me informed about Fiddler and relevant offerings

O | accept the Fiddler End User License Agreement

Download Fiddler

1. Fiddler a1

Fiddler2 B EHTTPRIE | ILMIENT BT | et BEEEIEE. YR
FiddlerfRE , 7R FEMIB—BHE , SO REEIF TS RAIR T . YREFNN
18, EXBRERIBRERT , ERERW. . .
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. GeoEdge
I'.'= WinConfig ) ¥ Replay X - Fk Go | Stream {ili Decode | Keep: All sessions = &5 Any Process 33 Find [ Save |2 (%) @& Browse - ;'
# Result | €4 ? X [El Log [ Filters = Timeline
|E| 1 200 & L ,ng Inspectors j AutoResponder
2 502 ) o
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< >
Show Chart
;\-;’ Capturing = All Processes 29 CustomRules.js was loaded at: Sat Jan 16 18:53:24 UTC+& 2016 [

1) FESEA

FiddlerAB E4MF ¥R , EffsfRCapture TrafficEFF /5 , #EFile —> Capture Traffic, FF
BREBETASEER , YRMTUEESTA T ARNEREXE /T EIEIhEE.
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| € Fiddler Web Debugger

Edit Rules Tools View Help ffFiddler E2 GeoEdge
+ Capture Traffic Fi2 b Go | ¥ Stream §ifi Decode
i WPerer Host URL ~
Load Archive... bw.dou... [fsfimages/default-source/l.
. telerik.com  fTelerik. Web.UL WebResa.
Recent Archives i2p.clou... jcache/5296a0279bd 14b2.
Save w.qq.com fcai-bin/qgshow_user_pro.
. ed.qg.com  fogi-binfv.cgi? 1=1&2=613.
I patiSessans fcgi-binfggshow_user_gdt.
Export Sessions » Jerx blobs/QoAAACEzZWOG.
. . feorxblobs/QoAAACEzwWOg.
Bt ot.qg.c fpingd?dm=show.gq.com..
502 HTTP Tunnel to Wptalk.google.com: 5228
302 HTTP redirector.gvtl.com fowgblobs/QwaAAAHF3INb..
502 HTTP ré—sn43b7n7y.gv... forxblobs/QwAAAHFSIND..
302 HTTP redirector.gvtl.com  forxgblobs/QoAAACEZWOg.
502 HTTP ri—en-3b7kn7s.gv... forxblobs/QoAsACEzwlg.
200 HTTP Tunnel to  nexus.officeapps. live. com.
200 HTTP bbs.fishc.com fthread-66734-1-1.html
200 HTTP gs.glogo.cn fqsthirdbaf10010088,/B37..
200 HTTP gs.glogo.cn  fgsthirdbg/10010088/AAC.
200 HTTP bbs.fishc.com  fhpme.php?mod=spacecp..
200 HTTP bbs.fishc.com ome . php?mod=spacecp. .
200 HTTP bbs. fishc.com / fhome. php?mod=misc&ac..
304 HTTP discuz.gtimg. fcloud fscripts/discuz_tips. ..
200 HTTP znev.baidu.gbm  frustomer_search/apifjs?s.
504  HTTP hm.baidyfcom  fh.js?88672e5bc13a08ca.
200 HTTP bbs.fighc.com  ftemplate/dreambred_c_a.
200 HTTP unnel to  www.google.com.hk: 443
504 HTTP hpgfbaidu.com  fhm.gif?cc=08ck=18c=2..
302 HTTP rediregitor.gvtl.com forxgblobs/QwaAAHF3INb..
502 HTTP rg-—s FknTy.av forxblobs /QwAAAHF3INb. .
200 HTTP Tunnel to  dients4.goodle. com: 443
200 HTTP ient.show.qg.com  fcgi-bin/ggshow_user_pro,
Eia7 200  HTTP isdspeed.qg.com  fcgi-bin/v.cgi? 1=18&2=521,
%48 200 HTTP open.show.qqg.com  fogi-bin/ggshow_user_gdt.
%4‘3 200 HTTP nsv.baidu.com  fcustomer_search/apifrec..
i 50 302 redirector.gvtl.com  forxblobs/QoAAACEzZwWOg.
i 51 502 r5—-sn-3b7An7s.gv... forwblobs/QgAAACEzwDg.
|E»52 200 update.pan.baidu.c... [statistics?dienttype=8&d.
i 53 302 redirector.gvtl.com  forgblobs/QwAAAHF3INb. .
i 54 502 HTTP ré—sn43b7kn7y.gv... forxblobs/QwAAAHFSIND..
| 55 HTTP update.pan.baidu.c... [statistics?dienttype=8&d. ..
£ >

{sﬁf Capturing

H .
en -

= All Processes

67

O X

Keep: All sessions + &) Any Process 33 Find [&] Save [TE1) @ & Browse ~ _

El Log

m Inspectors

= Timeline
4 AutoResponder

# Compaoser [ Filters

(1) Statistics

Select one or more ses5ions 1n the Web Sessions Tist to view
performance Staristics.

The sSecond Edition of the best-selling book "Debugging with
Fiddler™ is now available.

Learn more about the paperback and DRM-free ebook at

http: //fiddlerbook. com

Show Chart

CustomRules. js was loaded at: Sat Jan 16 19:12:28 UTC+8 2016

Fiddler/Fa THET , BIMEBIRAMS BRI IRER , THELS T XLEHBEMHAE
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4> Fiddler Web Debugger
File Edit Rules Tools View Help fif Fiddler EgGeoEdge

2% WinConfig ) %4 Replay X - b Go ‘! Stream 3‘% Decode

Keep: All sessions = &5 Any Process 34 Find @Save wwse -

B

ax

# Result  Protocol Host LRL Body Caching Content-Type Process Comments Custom
El1 200 HTTPS www. telerik.com  UpdateCheck.aspx?isBet... 543  private text/plain; ...
E 2 200 HTTP pinghot.qg.com  fpingd?dm=show.gg.com.... i] qgexte...
&3 301 HTTP fiddler2.com jr/?Fiddler 2Update 0 no-cache microso. ..
L+ 200 HTTP www. telerik.com  jdownloadfiddler jupdate-. .. 14,098 no-cac... textfhiml; c... microso...
i 5 502 HTTP ro---sn-i3b7nTy.gv... forx/blobsQwAAAHF3IND... 582 no-cac... texthiml;c... svchos...
E 502 HTTP cdn.optimizely.com  fj5/2380340583.js 582 no-cac... textthiml; c... microso...
@ 7| 200 HTTP wowwe. telerik.com [ Telerik, Web. UL WebReso. .. 723 public, ... textjczs microso. ..
@B 200 HTTP dtzbdySanriZp.dou... jcache/claec22519b85d3... 42,642 max-ag... textfcss microso. ..
@ k] 200 HTTP ajax.aspnetcdn.com  fajax/4.5.1/1/WebForms.js 5,774 public, ... application/... microso...
@ 1 200 HTTP ajax.aspnetcdn.com  fajax/4. 5. 1/1/MeblUIvalid. . . 7,232 public, ... application/... microso...
@ 1 200 HTTP ajax.aspnetcdn.com  fajax/beta 0911 Microsof. .. 34,432 public, ... application/... microso...
@ 1 200 HTTP ajax.aspnetcdn.com  fajaxfjgueryfiguery-1.9.1... 41,473 public, ... application/... microso...
@ 1 200 HTTP www. telerk.com  fWebResource.axd?d=JK... 812 public; ... application/... microso...
@ 1 200 HTTP ajax.aspnetcdn.com  fajax/beta 0910 Microsof. .. 12,442 public, ... application/... microso...
@ 1 200 HTTP d585tdpucybw.dou... (sfimages/default-sourcefl... 3,368 public, ... image/png microso. ..
@ 1 200 HTTP www. telerk.com  [Telerik. Web.UL. WebReso... 41,404 public, ... application/... microso. ..
@ 1 200 HTTP dtzbdy9anriZp.dou... jcache/6296a0279bd14b2... 11,281 max-ag... textfjavasc... microso...
@ jt 200 HTTP dient.show.gqg.com  jcgi-bin/ggshow_user_prao... 78 max-ag... textfwml;c.. ggexte...
4 ¥ 11 200  HTTP isdspeed.qg.com  jogi-hinfv.cgi?1=182=613... 33 textfhtml; c... ggexte...
% 2 200 HTTP open.show.qg.com  fegi-bin/ggshow_user_gdt... 136 max-ag... application/... ggexte...
i3 302 HTTP redirector.gvtl.com forx/blobs/QgAAACEzZwDg.. . 0 no-cac... texthiml;c... swchos...
i 2 502 HTTP r5-—sn-3bFn7s.gv... jforxblobs/QoAAACEzZwIG... 582 no-cac... texthiml;c... swchos...
[E 2 200 HTTP pinghot.qg.com  fpingd?dm=show.gg.com.... i] qgexte...
&2 502 HTTP Tunnel to  mtalk.google.com: 5223 582 no-cac... texthiml;c... cdhrome...
i3 302 HTTP redirector.gvtl.com forx/blobs/QwAAAHF3INb.. . 0 no-cac... texthiml;c... swchos...
i 502 HTTP r6-—sn-i3bAnTy.gv... fox/blobs/QwAAAHF3INb... 582 no-cac... texthiml;c... swchos...
il 302 HTTP redirector.gvtl.com forx/blobs/QgAAACEzZwDg.. . 0 no-cac... texthiml;c... swchos...
i 28 502 HTTP r5-—sn-3bFn7s.gv... jforxblobs/QoAAACEzZwIG... 582 no-cac... texthiml;c... swchos...

~

IMEXHTTP RequesttIIiiE, M1FFR, LALLEIE

Result HTTPIRERS
Protocol EREABMY, MHTTP/HTTPS/FTPEE
Host BRI AY E A

URL BRZFBNMUE

Body ZIEREIA

Caching HRIEFE D HARY B S & R FEHIE

Content-Type iEKIMRZAYIETY

Process AXLIERBHIE | #HFIZID
Comments  RIFAFPAILERERINEF
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Custom AFRAFPISEBENXE
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& ERER HTTP 89 HEAD A%, BIMAREEERZE (Body)
E ERBEER HTTP B POST A&
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£ i oz 2 i A& 20

-4 MM 2 CSS &=

(2] M2 XML 33X

i AR 2 JSON &=

e MRz — PN E SR

& Ml Bz 2 — PSR S {4

v MRz B — SilverLight

6/35



Rz 2— FLASH

B MRz B — K

E EpGLIvAa R

& IR HTTP/300. 301. 302. 303 & 307 EEMA
@ MRE HTTP/304 (EZEE) : FREEXH

I Az R E % P imiE BISIE

A AR5 imEE IR

@ RIFWEP 4. Fiddler B RS IHLRLE

2) . Statistics G REVEREBIR 2

13T . ZHhERT  METUERAT

fEERt—MEK , BT LAERStatistics X THTTPIESKIMBEA R B AT T (AN]RE
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@ Statistics ;;E Inspectors 4 AutoResponder & Composer [El og [] Filters — Timeline

Request Count: 1
ByLes Sent: 657 (headers:&57; body:0)
Eytes Received: 739 (headers:207; body:582)

ACTUAL PERFORMAMNCE

ClientConnected: 19:43:42.145
ClientBeginRequest: 19:43:42.303
GotRequestHeaders: 19:43:42.303
ClientDonerequest: 19:43:42.303

Determine Gateway: oms

DNS Lookup: oms

TCP/IP Connect: 20999ms
HTTPS Handshake: oms
ServerConnected: 19:44:03.303
FiddlerBeginRequest: 00:00:00. 000
ServerGotRequest: 00 00: 00,000

ServerBeginfkesponse: 00:00:00.000
GotResponseHeaders: 00:00:00.000
serverDoneResponse: 00:00:00.000
ClientBeginResponse: 19:44:03.303
ClientDoneReasponse: 19:44:03.303

overall Elapsed: 0:00:20.999

RESPONSE BYTES (by Content-Type)

text,/html: 582
~headers~: 207

ESTIMATED WORLDWIDE PERFORMANCE

USs west Coast (Modem - G6KB/secC)
RTT: s

Elapsed: 0.10s
Japan / Northern Europe {(Modem)
RTT: 0.155
Elapsed: 0.15s
China {Modem)
RTT: 0.455
Elapsed: 0.45s
US west Coast (DSL - 30KB/secC)
RTT: 0.10s5
Elapsed: 0.10s
Japan / Northern Europe (DSL)
RTT: 0.155
Elapsed: 0.15s
China (DsL)
RTT: 0.45=5
Elapsed: 0.45s

Learn more about HTTP performance at http://fiddlerz.com/r /PHTTFPERF

3) . Inspectors EEHIEAS

The following are VERY rough estimates of download times when hitting servers based in Seattle.

InspectorsZ AT EBRENRNE , LHEHEFKRNANE , THH2ERNKANE
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(D) statistics i Inspectors # AutoResponder [# Composer iz FiddlerScript = Log [ Fiters = Timelne
| JSON | XML |

[Headers | TextView | SyntaxView | WebForms | HexView | Auth | Cookies | Raw

| Raw [Header Definiti
GET /api/popup/lotus. phpth=H13AC6AERZB41C140530EED02D452 1 akw=T. 8. 0, T1334r=0000_sozou_pinyin TBedppversi

Cache
Pragma: no-cache
Client
Accept-Encoding: gzip,deflate
User-Agent: Sogoulme
Cookies
= Cookie
IMESKIN=1:44ACES899832877878A4827027B0O5SBFEY

Transformer || Headers | TextView SyntaxView | ImageView = HexView WebView | Auth | Caching |
Cookies | Raw | JSON | xML |

Response Headers [ Raw [Header Definiti
HTTR/1.1 200 0K

Cache
Date: Tue, 01 Dec 2015 18:58:20 GMT
Cookies [/ Login
P3P: CP="CURa ADMa DEVa PS40 PSDo OUR BUS UNI PUR INT DEM STA PRE COM NAY OTC NOI DSP COR"
Set-Cookie: IPLOC=CN4405; path=/
Entity
Content-Length: 34

Content-Type: applicationfoctet-stream
ETag: "551278ee-22"

]

4) . AutoResponder FtiF=EisEMMAYIER

AutoResponder AVFRIZEIEE MV | IR BIA# FREFiddler &R , AME
RS 25 BN,

B FE5% , FHB baidu” XN FTEEF S5FKA N “f:\Users\YukiO\Pictures\boy.jpeg X 7K [&]
FHET , RiiSavefRf7/5A1%EEnable rules , Hijjjalbaidu , FASWENF.
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XAMLEBRE LECALN |, 20
L FRBLE (A)  ARBEEEFHE (AXAKNE) |, 2EHANZLE

FHBRIEER (baidu) EEITE
http://www.baidu.com [PEfg

http://pan.baidu.com  Ptfg

http://tieba.baidu.com [PEtfg

2. IEMFRAXZILAD : PLlregex:"FF3k , fFAENFREICRILE , XNMEX A KNG
£

FRRIAE (regex:.+.(jpg | gif |[bmp ) $) EETE
http://bbs.fishc.com/Path1/query=foo.bmp&bar  FPILHZ

http://bbs.fishc.com/Path1/query=example.gif ~ PTHg

http://bbs.fishc.com/Path1/query=example.bmp Ptfid

http://bbs.fishc.com/Path1/query=example.Gif ~ FPEHD

€ Fiddler Web Debugger - O x
Fle Edit Rules Tools View Help ff Fiddler :j:g GeoEdge

ooooo

28 WinConfig () ## Replay X~ F Keep: All sessions ~ & Any Process 34 Find [El Save |18 @) & Browse - _

# Result  Protocol (9) statistics L 4 AutoResponde [ composer [E] Log [ Filters — Timeline
iddler can return previously oererated responses instead of using the network. Hel
Al 404 HTTP A Fiddi t inus! ted instead of the network Ip
&2 200 HTTP
A3 a4 HTTR Enafyle rules [ Inmatched requests passthrough [ Enable Latency
&+ ML R Add Rule
5 200 HTTP
= 200 HTTP If request matches. .. then respond with. ..
&7 200 P baidu fr\Users\yukio\Pictures\boy.jpea
As 404 HTTPS dlig
baidu _ﬂ SaVE
< > fiWsers\YukiQPictures\boy.jpeg vatch only ance

i Capturing = All Processes 8
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kil
tieba.baidu.com (800x5 x

€« C' [ tieba.baidu.com wE @ =
O work OO P n (0 Computer (0 study [ Live EE  Python .. & BPE2-EE = O =ppe
Wukil

™ pan.baidu.com % @ =
3 work Python [ Computer [ study [ Live £ : Python .. & B2 -#E = O =ipHs

Wiikif = O X

C [0 www.baidu.com ww @ =

W BErER-sE [z O =ess

3 work 3 Python (0 Computer 0 study 3 Live £ - Python F&...

DAizy Dasign

FACEPAINTING

4) . Composer BEE X5 K& XIRSES

Composer U E ESOEKAIXZIRS 25 , AT ATFRIB—/FANESK , ol UESER
F o HEE— N IERESK

Parsedt = NRRA BRI A AKURLSHINERIA] (40 & , A PA7ERequestBody e
—LEEME |, ANARININI BEES User-Agent)
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€ Fiddler Web Debugger
Ele Edit Rules Tools View Help #f Fiddler ggGeoEdge

£ Result  Protocol Host  URL E Log [ Filters
i¥1 200  HTTP wiw . baidu.com  / (&) Statistics i Inspectors # AutoResponder

dropping a session fromthe Web Sessions list.

Parsed Raw  Scratchpad Options

Use this page to compose a Request. You can clone a prior request by dragging and

Host: www.baidu.com
ContentdLength: 127

Request Body Upload file...

User-Agent: Mozila/5.0 (Windows NT 10.0; Win54; x64) AppleWebkit/537.3

4t Capturing = All Processes 1/1 http:/fwww.baidu. com)

- O X

= Timeline

@ Composer

Execute

R V][ ] B LogRequests

History

wvvwy, baidu . com

28 WinConfig ) 43 Replay X~ b Go | Stream [#iDecode | Keep: All sessions + & Any Process 33 Find [l Save |08 (%) @& Browse ~ -

5) . Filters ig3Rx2 351N

Fiters R ISFRAN , ZANEORKTRER , LREBRAGHIERNR | RIIF
— TS , — KA TMEWIREKR , BEFR , ©EXC—ERFRNER, X REE

TSRS e AR A BB RIRIEK.
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(%) Statistics .4 Inspectors # AutoResponder g Fiddlerscript [E Log Fiters "= Timelne # Composer

Use Filters Note: Filters on this page are a simple sub
(rlirk Bules =
Hpstg
- No Zone Filter - w
- No Host Filter - e

Client Process
[ ] Show only traffic from

[ ] Show only Internet Explorer traffic

Request Headers

[ ] Show only if URL contains
[ ] Hide if URL contains

[ ] Flag requests with headers
[ ] Delete request headers

[ ] Set request header

subset :"'.:i fi tering Fiddlel [ Actions

[ ] Hide traffic from Service Host

A%/ _EfBH Use FiltersTF RidiEsS , XBEAWANRE FRITIES M : ZoneFHost

Hosts

- No Zone Fitter -
- No Zone Filter -

show onby Intranet Hosts
Show only Internet Hosts

2. Host1&8E B/RFEMUE TR

Hosts

- No Zone Fitter -

Show only the following Hosts

1. Zone FEE R B/RNM (Intranet) BXEFXR (Internet) HINZA :

bbs.fishc.com|

FRAEEATEE (2NE)

Changes not

, FNERARAEN , RZLEE M FRIE]
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6) . Timeline i&RMFRZBFja]

EEMSEEARE—1TEZE
FimfeinE) R PR

TRANSFER TIMELINE Help
15 25 35 4s 35 65 75 8s 95

pn_post.pna ‘ @
rongyuxunzhang. gif M @
guanshuidashi.gif, M &
seditor.js Ml @
atis ‘M
upload.js A e

A (FRHRT Ctrl 52)

2. Fiddler i BRFEHTTPSHIMSKHIE

, Timeline {#4 B/RTEE NA MR

Fiddler?] PAIB i Hh3&E CAUEPRHImIN ¥E2s F1 AR %25 . Fiddler2 MREIRIEBHIFARA , K

IR 1N 5T

2 I Al Fiddlerfd sl — NHTTPSR 525 , TAERIEMHTTPSAR S5 25

BIFiddler R AN WE2S , MM SSELASZHTTPSEEAKB M.

\

REHTTPSEEFNI G |, Kk midE :

1. Tools —> Fiddler Options —> HTTPS

=}

- O X

"— Timeline
4 AutoResponder

[E] Log

;} Inspectors

[ Filters

-df Composer
) statistics

select one or more sessions in the Web Sessions 1ist to view
performance starisrics.

he Second Edition of the best-selling book "Debugging with
iddler™ is now available.

earn more about the paperback and DRM-Tree ebook at

ttp: //fiddlerbook. com

4 Fiddler Web Debugger
Fle Edit Rules View Help ## Fiddler £ GeoEdge
28 WinCanfig () Fiddler Options...
# Result  Pre WinIMET Options...
! 200 HT ear Win ache trl+Shift+
& Clear WinINET Cach Ctrl+Shift+X
52 200 Hy Clear WinINET Cooki
A3 01 HI ear Win ookies
M 00 HT TextWizard... Ctrl+E
i5 502 HT c S . Ctel+ W
@s 52 HT ompare Sessions trl+W
'@ 7 00 HI Reset Script
@s 200 HT
@9 200 HT Sandbox
g 10 200 HT View IE Cache
11 200 HT| . -
@ 12 00 HI Win8 Loopback Exemptions
@ 13 00  HI HOSTS...
@14 200 HT New Session Cllpboard
@ 15 200 HT S——— — -
@ 16 200 HTTP wvw, telerik.com Telenlf W eb uL.w ebReso...
@17 200 HTTP dizbdy%anriZ2p.dou... frache/6296a0279%bd14b2...
|Ep18 200 HTTP dient.shou\'.qq.com fegi-bin/qgshow_user_pro...
4£¥19 200 HTTP isdspeed.qg.com  fogi-binfv.cgi?1=182=613...
aﬁ_§|2ﬂ 200 HTTP open.show.gg.com  fcgi-binfggshow_user_gdt...
i 21 302 HTTP redirector.gvtl.com forxgblobs/QgaAsACEzwog. ..
i 22 502 HTTP r5---sn-i3b7kn7s.gv... forxblobs/QoAAACEzwlg. ..
[El 23 200 HTTP pinghot.gg.com  fpingd?dm=show.qgg.com....

2. A% Decrypt HTTPS Traffic

: All sessions - €5 Any Process 38 Find [l Save |08] () & Browse - _
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©

— O

File Edit Rules Tools View Help #ftFiddler E3 GeoEdge

iy}

X

28 WinConfig CJ +4 Replay X~ b Go * Stream ?iﬁ Decode | Keep: All sessions - @Any Process 4 Find (gl Save @ @ @Browse = £

s
#

El1
Elz2
&3
Eha
is
@s
@7
@s
@
@
@ 11
@ 12
@13
@ 14
@ 15
@ =
@17
@18
€¥19
FHw
iz
i
El 23
b
iz5

b 5

Result

200
200
301
200
502
502
200
200
200
200
200
200
200
200
200
200
200
200
200
200
302
502
200

302

Protocol Host LRL # Composer [El Log [ Filters "= Timeline

(5]

33333333333333333333333333

3. BiOK

©

www. telerik.com  /UpdateCheck.aspx?isBet. .. @ Statistics n:k Inspectors # AutoResponder
pinghot.gg.com fpingd?dm=show.gg.com....
fiddler2.com jrf?Fiddler 2Update

waw.telerk.com  fdownload/fiddier jupdate- Select one or more sessions 1R the Web Sessions T1isT to view

performance staristics.
ré—sn43b7kn7y.gv... forx/blobs/QwAAAHF3IND. ..

cdn.optimizely.com  fis/2380340553.js
waww. telerik.com  [Telerik. Web UL WebReso...

The second Edition of the best-selling book "Debugging with

dtzbdyJanrizp.dou... fcache(c0aec22519b85d3... | Fiddler™ is now available.

a] ‘ee ebook at
aj

aj GeneraICcnnecﬁons Gateway Appearance Extensions Performance Tools

]

Fiddler can decrypt HTTPS sessions by re-signing traffic using self-generated certificates.
2 Capture HTTPS CONMECTs @Actions

458 | & pecrypt HTTPS traffic |

dtz ...from all pro
¢ [ 1gnore sen SCARY TEXT AHEAD: Read Carefully! n
) [] Check farc To intercept HTTPS traffic, Fiddler generates a unique root certificate.
o Protocols: <di You may mnﬁgure Wi_nc_.lows to trust this root certificate to suppress
r5— security warnings. This is generally safe.
Skip decryptic Click "Yes' to reconfigure Windows' Trusted CA list.

Click 'Mo' if this is all geek to you.

Trust the Fiddler Root certificate? Yes

Help Mote: Changes may nottake effect until Fiddleris restarted. [ (o]'4 I cancel

— O
File Edit Rules Toels View Help R Fiddler Ed GeoEdge
28 WinConfig () # Replay X~ b Go | Stream & Decode | Keep: All sessions ~ 65 Any Process 33 Find [E] Save |08 () @& Browse
x| pdmems [ Log [ Filters "= Timeline

E1
B2
&3
€ha
ig
@s
@7
@s
@
@
@1
@ 12
@ 13
@14
@ 15
@ s
@1
[E 18
€19
o
i1
i22
[El 23
224
HE 1
i
i27
i

o
m

Pod 80 pd [l fnd Bed D B D fd P el Pl Pl [l fnd Bed LN RN P Gl P

m Inspectors 4 AutoResponder
{FEMEN— - Frr U AR B  H(CA) =

DO_NOT_TRUST_FiddlerRoot performance statisrics.

Windows ZTERMNIBESHIRE"DO_NOT_TRUST FiddlerRoot

*. #FRCS"DO_NOT TRUST FiddlerRoot'B5E | LIggAERE=ER. T n of the best-selling book “Debugging with
e P bt e pailable. o

$84¢ (shal): ODFEC4DE 2AF4DAS9 BCSACED3 B814237C
formance  Tools

007ABAZA
d certificates.
=5 @.Acti ons
IIRTEMARES . Windows IEE S SEFEIER AT amAR
IR, S RERmANIEE=2RE. IEEE'E" . UER
AIBHRE. ed by CertEnroll engine
(RS FE?
=
302 HTTP re
502 HTTP re—
302 HTTP re
502 HTTP r5—
Help MNote: Changes may not take effect until Fiddleris restarted. oK Cancel

3. Fiddler #EXIphone / AndroidZiES

s

more sessions Tn the Web Sessions Tist To view
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A RFiddler{lESEhmiX & HBIER , HSURME A |, SRS R EEARVIRMW
&%, BT FEXKE , MEART .

Android

v
A

Iphone Wiifi Internet

=
I——

PC

AIVERY , BanprEdEe , #REEwifitix , FIERITTIEEC BRI B
B, BFVaELER , FiddlerFFE38/E , 13X t¥dE@ 3 Fiddler , Fiddlergia] IAINE
X, | RIERATRERS (AE])

Android

PC (FFJSWifiFh i) B A xSl

Iphone

LITIFWIfivR , iEFHLEE (RXERK36owifi , HFEE—/NET)
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2. 3}TFFFidder , R AEFH

[Tools] —> [Fiddler Options] SE0REWFi ¥ = X

yy-iPhone
5.33KB/s

Skves = it

= WiRSE = BiElErFE

&) Fiddler Web Debugger - m} X
File Edit Rules View Help ff Fiddler [l GeoEdge
=8 WinConfig () Fiddler Options... b: All sessions = &E) Any Process 3 Find Save [ (%) @ Browse - Clear Cache -
£ Result  Pre WinINET Options... Body Caching Content-Type Process Comments Custom @ Statistics @ Inspectors
El1 00 HT Clear WinINET Cache Ctrl+Shift+X 548 private text/plain; ... # AutoResponder @_Composer
. . El tog [ Fiters = Timeline
Clear WinINET Cookies
-= Fiddler Event Log =-
TextWizard... Cirl+E See http://fiddler 2. com/fr /?FiddlerLog fi
Compare Sessions Cerl=W 20:41:74:9489 Fiddler Running..
Reset Scriot 20:41:24:9499 Fiddler.Network.:
= 20:41:24:9499 AutoProxy failed.
Sandbox 20:41:24:9809 Windows 8+ App
View IE Cache
Win8 Loopback Exemptions
HOSTS...
Mew Session Clipboard...

£ >

Ty cconn ] [ clarte

;fi Capturing = All Processes 1 CustomRules.js was loaded at: Tue Jan 19 20:41:24 UTC+3 2016
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3. mifi [Connections] , ®EIFiK 28888 , 4% Allow remote computers to

connect , =i7OK

f% GeoEdge
88 WinConfig () +4 Replay %~ b Go |d Stream i Decode | Keep: All sessions ~ éF) Any Process 33 Find Save |08 () @ Browse - G Clear Cache -
# Result  Protocol Host URL Body Caching Content-Type Process Comments Custom
B 200  HTPS  www. tEhsgk.com 549 private text/plain; ...
$¥2 200  HTTP 60,1956 32 private... texthtml;L... chrome...
=3 200 HTTP ol 43 T faif chrome...
! 4 - HTTP message. tiecba.baid. .. -1 chrome. ..
|25 200 HTTP edu.Smiao.cr — — fomm b £ —

:i::i Capturing = All Processes

5

Fiddler ODM

General HTTPS Connections Gateway Appearance Extensions

Performance  Tools

Fiddler can debug traffic from any application that accepts a HTTP Prosxy. All WinINET trafficis routed

through Fiddler when "File » Capture Traffic" is checked.

Fiddlerlistens on port:

Monitar all connections

Copy Browser Proxy Configuration URL

Learn more..

Act as system proxy on startup

[[] Use PAC Script

[] Capture FTP requests DefaultLAN
Allow remote computers to connect

Reuse client connections

Reuse server connections

Bypass Fiddler for URLs that start with:

<oopback=;

Help

CustomRules.js was loaded at: Tue Jan 19 20:41:24 UTC+3 2016
wr v

Note: Changes may not take effect until Fiddleris restarted. oK

Cancel

Joseediniaremreanmee

;}. Inspectors
ﬁ Composer |
= Timeline

() statistics
4 AutoResponder
El tog [ Fitters

-= Fiddler Event Log =-

See http: //fiddler 2. com/r /?FiddlerlLog fi

20:41:24:9489 Fiddler Running..
20:41:24:9499 Fiddler.Network.:
20:41:24:9499 AutoProxy failed.
20:41:24:9809 Windows 8+ App
20:42:12:8006 Assembly 'D:\Toc
20:42:12:8036 /Fiddler. CertMak

< >

Clear Log

4. XB7E Fiddler ffAERIBC A TEMRRNIPT (ERIXERE , EfSFiddler , 3
Z 7] AfEemdipconfighkZ| B KM KIP)
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€ Fiddler Web Debugger - O *
File Edit Rules Tools View Help ff Fiddler £ GeoEdge T

WinConfig C) ¥4 Replay X~ b Go | Stream §iiDecode | Keep: All sessions = &) Any Process 3 Find [ Save | B8 (9) @& Browse —- -
# Result  Protocol Host  URL Body Caching Content-Type P @ Statistics ‘v:s. @ Clear Cache T Te: izard
H| ﬁ Composer =[5 Tearoff M Search.. @
£ -= Fiddler Event | .
[ See http: {/fiddler2.com X @Onllne

4 302 HTTP update.360safe.com  fv3/Adv360FrecAP.cab 154 texthtml 3
Els 00 HITP ini.update. 360safe.... fv3/Adv3S0FreeAP.cab?&... 5,373 application/...  3f |20:54:25:7835 Fiddler Ri/Netwprk connection active
& 20:54:25:7840 Fiddler.Ne Host) desktop-vfhu33a
F 20:54:25:7840 AutoProxy Dombin:
i 8 - HTTP message.tieba.baid... fifmsg/flisten?user=90755f... -1 d 20:54:25:7875 Windows
= feB0l5cad:4868:45fb:2234%8
B 10 200 HTTP dient.show.qg.com  jcgi-binfggshow_user_pro... 78 max-ag... textfxml;c.. g feBQN7033:2a78:df04:fed8%22
€911 200  HTTP isdspeed.qq.com  fcgi-binfv.cai?1=182=614, 11 max-ag... texthtml q feB@3c52:651:90fb:8811%7
(a5 12 200 HTTP open.show.qgqg.com fcgi-bin/ggshow_user_gdt... 36 max-ag... applicaton/... q 192.168.3.115
13 200 edu.9miao.com  fcourse199 learntime/120 14 no-cache application/... d I 172.26.104.1

2001:0:5ef5:79fb:3c52:651:90fb:8811
£ >
Search Log. .. Clear Log

a1
IPvd Hbdk . . .

5. EFHlimiEEPCHwifl , FFEWREMRIEIPSIRO (IRIPHE EEIIP , g2
Fiddlerf{{FHi%[18888)
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eeeco hEIR(Y 4G 09:02 @ 7 9 91% m; sesco HEME T 09:03 @ o 90% mm

&l & BN & YukiOne
IP ithilk
T B C @) Boot® B
“ YukiOne a= IP tthijt 172.27.35.2

FM¥ERS 255.265.0.0

SEERRIG... ©
BREH2R 172.27.35.1
360-wind a= (i)
172.27.35.1, 211.137.58.20
3605 B WiFi-7U a= (1)
workgroup
360WiFi-dmz a= (i)
echiynn a= ()
FAST_81BFFO = (D)
Netcore_cjzm a=s ()
TP-LINK_C960 e = () TP
wirelessnetwork-1 a= (i)
fRs523 172.26.104.1
work-1 a= ()
w0 8888
Xiaomi_2552 a= ()
E£E
YCIG-CEO a= (i)

6. 3 T \NRIRIPFINE ] , FakFiddlerfuE$ , S35 FE|FiddlerRoot certificate
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10:09 @ 9 77% .

essco REHE{E F 10:10 @ 9 76% M eesco HEHE F
172.26.104.1:8888 BWH 172.26.104. 1 ¢
BERE Fiddler Echo Service

Q 172.26.104.1:8888

W (ECEREAT)
This page retumnad a HTTP/200 rasponse

&1%“172.26.104.1:8888”"
# To configure Fiddler as a reverse proxy instead of seeing this page, see Reverse
Proxy Setup
* You can download the FiddlerRoot cerificate

-/ 5 () $ & @ "

ABC E E | space . Go ﬁ m @

UEE] : 2a0RHTFN S 2SRRI 2SI T EERES | EFTFFFiddleriE AR AR I
(Fiddler R Efi# HTTPSHIMLEEIE )

No root certificate was found. Have you enabled HTTPS traffic decryption in Fiddler yet?
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sssco FERE T 10:18 @ 0 72%

HUH RRAARX R&

@ DO_NOT_TRUST_FiddlerRoot

##HE DO_NOT_TRUST_FiddlerRoot
B A BEHIE
8F ifdH

BZFMER
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WAER
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essco FERE T 10:18 &g 72%

EREER SThk

DO_NOT_TRUST_FiddlerRoot

%5 DO_MOT_TRUST_FiddlerRoot
EREiE v

SFEnE

BEZFMER

7. TR TIUER , AJARFIIRINA , el ABRVEERENEERT ., (TEREFE
mFEEREIER , TEIEEQQMEIFEN)
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All Processes

1/83

http://cs. bukamanhua. com: 8000 frequest. php:

45325246880 =53 1ba566a1e09afdIess3e 2e0ca83e67797b 7cd

© Fiddler Web Debugger - m] X
Hle Edit Rules Tools View Help fif Fiddler Elf GeoEdge
28 WinConfig ) ¢4 Replay ¥~ b Go | Stream i Decode | Keep: All sessions = €3 Any Process 34 Find [l Save Il (3) @ Browse - Clear Cache /T TextWizard | [ Tearoff
# Result  Protocol Host URL Body Caching  Conte ™ = Log [ Fiters = Timeline
51 w0 HTTP message.tiba.baidu.com fijmsg/online?use 4 textfj () statistics LA Tspectors # AutoResponder [ Composer
[El sz HTTP aspel15-tn.ls.apple.com  [tles?style=13asiz 29 Expires... applic Headers | TextView | WebForms | HexView | Auth Cookies | Raw 150N
[El 53 HTTP gspel3-tn.ls.apple.com  ftiles?style=138siz 29 Expires... applic XML
54 HTTP = p
(= 55
& ‘FOET frequest. php?t=1: 524688u~0b31babfalelBafdIeBEle2e0c383
)
EY Client o
[Bs 200 HIP cs.bukamanhua,com:8000 jrequest,php?t=1453252.., 383 text! e B . s
259 200 HTTP alog.umeng.com  japp_logs 22 applic Accept-Encoding: gzip, deflate
De0 20 HTTP cs.bukamanhua,com:3000 frequest.php?t=1453252, 1,194 et AcceptLanguage: 2h-cn
L ' e quest.pip: ' User-Agent: %E5%B3%83%E5%8D %A 1%E6%BC %AB %E 7%94%BB /491 CFNetwork/758.2
[E331 200 HTTP cs.bukamanhua.com:8000  jrequest.php?t=1453252... 322 textft Entity
sz 302 HTTP redirector.gvtl.com jorx/blobs/QaAAACEzZwOg. .. 753 no-cac... textft Content-ength: 725
a3 502 HTTP r20--sn-i3b7knek.gvtl.com Jforx/blobs/QoAAACEZWDG. .. 582 no-cac.. text/t Content-Type: multipart/form-data, boundary=AaB03x
|E64 200 HTTP cs.bukamanhua.com:8000  jrequest.php?t=1453252, textft Transport v
(£ 65 HTTF N .
HTTP .
HTTP message. tieba.baidu.com fifmsg/listen?user=20765f,.. Response body is encoded. Click to decode.
HTTP cs.bukamanhua.com:8000  jrequest.php?t=1453252... textft Get Syntaxview Transformer |Headers Textview ImageView HexView
HTTP cs.bukamanhua,com:8000  jrequest.php?t=1453252... textf WebView | Auth Caching | Cookies | Raw ISON XML
HTTP alog.umeng.com  fapp_logs applic
200 HTTP Tunnel apr 0
HTTP/1. 1 200 0K
302 HTTP 5.p.gg.com j'puhf_]ump’url http%:3A... 0 textft ‘ i
302 HTTP htdata.qq.com Jegi-binjhttpconnZhtemd=. .. 26 private text/t Cache
W L1
200 HTTP w.mail.gg.com  Jogi-binflogin?mailid=2C20... 217 no-cache  text/t < t_DEtE' Ved, 20 Jan 2016 01:14:28 GMT
200 HTTP w.mail.qq.com  jcgi-binflogin?mailid=2C20... 217 no-cache  text/t ntity
502 HTTP T o asd pple. cag testt Content-Type: text/html
- . - N - Y Miscellaneous
206 HTTP 112,25.52.154:80 Jgchatpic_new,/28341604... 2,848 max-ag... image ST
HTTP ssw.live.com /UploadData.aspx 0 private )H’nwelredﬁy' PHP[5.5.25
HTTP edu, Smiao.com fcuurseflggﬂearnftmefllﬂ no-cache  applic Transport
HTTP p Connection: keep-alive
HTTR Keep-Alive: timeout=50
HTTP Transfer-Encoding: chunked
- HTTP message. tieba.baidu.com

4. Fiddler HE&

BN 5=

Fiddlerit G — M HRIREHR G5 SFE |
IREFN AN E L IEF XA/ INNEE

FEHRAT
Nyl

Flddler#T R INEEF BB EKEBIX T K , (BEARAE

W, IEERT , BRIEGRSTRE. Z’ﬁbalabala—jti’ﬁﬂ*]$f aJRAf

KA T JLEMFiddlerEpiE B AT

I MCRAEX

MHRIRATATRS S5 | bl
MAZEBIFT .,

1%

& Fiddler Web Debugger
Edit View Help
a8 WinConfig () ## Replay % - b Go

File Rules Tools

fift Fiddler £33 GeoEdge
& Stream ¥ Decode

Keep: All sessions = & Any Process 34 Find [ Save

‘%fij Capturing

= All Processes

# Result  Protocol Host URL Body Caching Content-
ER 00  HTTPS / 549 pr

{92 200  HTTP login.live.com  /pparicheck.srf 113 no-cac... text/himl
El3 200 HTTP netmon.stat. 360safe.com  /stat?mid=58ebdcdefde0. .. 0 text/plair]
ig 502 HTTP diyzncfd [ 530 no-cac.. textfhim
i5 502 HTTP amlhgyxmvwhyag [ 530 no-cac... textfhiml
ig 502  HTTP tmvngfgtnmojth [/ 530 no-cac... text/hitml
B 7T} T 0

=

- el to 1

[% 10 www.google.com.hk 283 private text/html
[E11 www.google,com,hk 288 public, ... text/himl
12 i °

(= 13 Tu

’E:‘ 14 200 HTTP zhidao.baidu,com  /notice/get/count?t=1453... applicatig

CustomRules.js wa!

s loaded at: Wed Jan 20 10:54:09 UTC+8 2016

I8 (D) @& Browse - % Clear Cache ,T TextWizard
[E Log [ Fiters

(%) statistics A mspectors # AutoResponder

Flease select s single Feb Sezsion to 1nspect

O x

& Tearoff

= Timeline

4 Composer
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@

select

cls

dump

start

stop

bpafter

bpu

bps

bpv /

bpm

g/go

All

Body

Body

Result

Host

Content-

Type

All

All

All

All

All

All

Result

HTTPA

o

All

N4
B SRAR—NFAH, JUTRHEE
ENFFRIIFR
AFSEEE—ITHF, TUTEHIER
K, KRFZPMEFIEK
NFSBRATFSHER, EEHIFEKRAN,
INFEDTEFHIER

ﬁ?%)ﬁﬁﬂﬂi&$, BJIAPCEEHTTPIRE]

@faEERHost, BILACERIE

selectiGEERMAZERY, BJLAPCEZEHE X
SESEE

FFrEIERITSMsaz &4, REDHK
#93ZH4\Fiddler2\Captures’ R T

FFERNEITiEK
ZIEMSITIE R

B e
bpafterfGiIlB—NF &8, RRPHFIE
TEZFHTBRIEKR

ERbpafter24%, IFAEXIBWEEK
7, HETImR

EERREG, RRPEFAEEXT
BEYIEK

)Ik [[A2Y

RAHTTPA A S, HTTPAZEM
POST GET

MATFRE B T RAEVER

Rl

?google

>1000

<100

=200

@www.baidu.com

select image

cls

dump

start

stop

bpafter baidu ((&iA

bpafterfZFRET )

bpu baidu (% Abpu
FRBRIT =)

bps 200 (% Abpsf&
PRET=)

bpv get (48 Abpvi#
PRET=)
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BN

?
4 Fiddler Web Debugger
Fle Edit Rules Tools View Help #fFiddler £} GeoEdge
B8 WinConfig ':.J +4 Replay % - B Go ‘ Stream ?f% Decode | Keep: All sessions - @ Any Process 34 Find
# Result  Protocol ozt URL Body Caching Content ™
@’416 304  HTTIP jingyan.baidu.dom feventfimgfiingyan25216...
@—':? 304 HTTP exf.bdstatic.gom  /stz tide fumeditor fdi. .. o] applica
&rala 304 HTTP 0 applica
419 304 HTTP 0 applica
€420 304 HTTP
=421 200 HTTP Jexpfwhcrop=92,69/sign... 4,093 image/p
|£=|422 200  HTTP Jexpfwhcrop=92,69/sign. .. 4,778 image/p
2423 200 HTTP Jexpfwhcrop=92,69/sign. .. 4,208 image/p
“¥424 200 HTTP Jmsg/msg_dataGetmsgCo... 224 text/hin
|=-|425 200 HTTP fexpfwhecrop=92,69/sign... 1,886 max-ag image/p
|&|426 200  HTTP Jexp/fwhcrop=92,69/sign... 7,210 max-ag image/p
=427 200 HTTP fexpfwhecrop=92,69/sign... 3,588 max-ag image/p
Z£|428 200 HTTP Jexpfwhcrop=92,69/sign. .. 4,208 max-ag image/p
@’429 304  HTTIP fexpfw=500/sign=7cc1da... 0 max-ag image/p v
< >

Eed
1

"’?Ti Capturing

[t

= All Processes 220 [ 457  Found 220 instances of 'baidu’

>

€ Fiddler Web Debugger

File Edit Rules Tools View Help ffFiddler Ef GeoEdge

28 WinConfig ) #3 Replay X - B Go | ¥ Stream i Decode | Keep: All sessions - &5 Any Process #3 Find

# Result  Protocol Body [Caching Content ™

416 304 HTTP i

@—':? 304 HTTP applica

418 304 HTTP applica

@—':9 304 HTTP applica

@—2'} 304 HTTP jingyan. baidu. col feventfimg/ninayefan252§.

51421 200  HTTP f.hiphotos.baidu.com  fexp/whcrop=92,69/sign. |. image/p

ZE|422 200 HTTP a.hiphotos. baidu.com  fexp/whcrop=92,69/sign. |. image/p

=423 200 HTTP e.hiphotos.baidu.com  fexp/whorop=92,69/sign. . image/p

€£¥424 200 HTTP msg.baidu.com  jmsg/msg_dataGetmsgCal.. text/hin

(2L 425 200 HTTP g.hiphotos.baidu.com  fexp/whcrop=92,69/sign.|. mage/p

|&=|426 200  HTTP c.hiphotos.baidu.com  fexp/whcrop=92,69/sign.|. image/p

|=-|427 200 HTTP b.hiphotos.baidu.com  fexp/whorop=92,69/sign. . image/p

1428 200  HTTP d.hiphotos.baidu.com  jexpfwhcrop=92,69/sign. |. image/p
429 304 HTTP f.hiphotos.baidu.com  fexp/w=500/sign=7cc1dd.. mage/p W

£ >

2
1

1
14

Té‘i Capturing

= All Processes

77 [ 457

Selected sessions returning =2,000 bytes
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€ Fiddler Web Debugger
File Edit Rules Tools View Help ff Fiddler ‘ GeoEdge
28 WinConfig () #4 Replay %+ b Go | ¥ Stream Ui Decode | Keep: All sessions ~ & Any Process §4 Find
# Result  Protocol Host LRL Body aching Content ™
304  HTIP jingyan.baidu.com feventfimgfjinayan25216.. 0 max-ag...
304  HTTP exp.bdstatic.com  /static/artide fumeditor fdi.. 0 max-ag... applicat
304  HTIP exp.bdstatic.com  Jstaticfarticde fumeditor fdi.. 0 max-ag... applicat
304  HTIP exp.bdstatic.com  Jstaticfartide fumeditor fdi.. 0 max-ag... applicat
304  HTIP jingyan.baidu.com feventfimg/ninayefan252.. 0 m
200 HTTP f.hiphotos. b Jexpfwherog 69/sign. 153
200 HTTP fexpfw ,69/sig Bx-ag.
200 HTTP fexpfwl 69/ sign. Bx-ag.
200 HTTP ,.’rnsg,.’msg daEGEh‘nsgCn
200 HTTP Jexpfwhcrop=92,59/sig
200 HTTP fexpfw 2,69/ sign.
200 HTTP fexpiw 2,69/sign.
200 HTTP d.hiphotos.k fexpfwhcrop=92,59/sign.. mage/p
304  HTIP f.hiphotos. baldu com  fexpfw=500/sign=7cc1da. |, image/p w
>

«'»‘-’{f Capturing

All Processes

238 [ 457

Selected sessions returning <500 bytes

Bules

4 Fiddler Web Debugger

Tools

View Help ff Fiddler
28 WinConfig ) ¥4 Replay ¥~ b Go

151

§ Stream il Decode

I

27 GeoEdge

Keep: All sessions ~ &5 Any Process (3 Find

Eile Edit

# Result
pas| 304
ra17| 304
pas| 304
“ra1a| 304
&razo| 304
E421] 200
[ZE|422] =200
E423| 200
4¥424| 200
[ZE|425] 200
El42s| =200
[(ZEl427] =200
=l|423] 200
ra2a| 304
£

“rotocol

333333393333333

£

noe

=)

JIpnoTos. Daldu,

hiphotos. baidu,

Host

jingyan.baidu.com
exp.bdstatic.com
exp.bdstatic.com
exp.bdstatic.com
jingyan. baidu.com
.hiphotos. baidu,

msg. baidu.com

fhlphnms baldu com

LRL

feventfimgfiingyan25216...
[staticfarticle fumeditor fdi. ..
[staticfarticle fjumeditor fdi. ..
[staticfartide fumeditor (di. ..
fevent,."mg,.’nmayehnZEZ .

ul

JEXP/WNCTOf

_'I'.l
%

JEXPWNCTO

3

3

o o O
O
%)

MO
@
[ T

JEXDW

Jm=g/msg datEIGEtITngCD "

fexp/whcro ,69/sign
fexpfw
Jexpfwl
Jexpfwheror 9/=iagn

fexpfw= EDDf5|gn

Toolds...

Caching

max-ag...
Max-ag...
max-ag...

max-ag...

Cui

mnax-a

[ra e

0
0
0
0 max-ag...
0

Content ™

applicati
applicati
applicati

mage,p
image/p v
>

L‘-‘%} Capturing

All Processes

111/ 458

Selected Sessions returning HTTP /304,
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€ Fiddler Web Debugger
Fle Edit Rules Tools View Help #f Fiddler EI GeoEdge
28 WinConfig () #4 Replay %+ b Go | ¥ Stream Ui Decode | Keep: All sessions ~ & Any Process §4 Find

# Result  Protocol Host LRL Body Caching Content ™
P46 04 HTTP

@417 304 HITP

418 304 HTTP

@419 304 HTTP

P40 304 HITP

(2421 200 HTTP

(422 200 HTTP

[ZE|423 200 HTTP e el a1 fivhicrop =9

¥ 200 HTTP msg.baidu. com ,.’+g,.’msg_d ta

2= |4 200 HTTP ] Texp/wharop=92,59; 1,886 ge/|
(2|4 200 HTTP Jexp v 2,69 7,210
=4 200  HTTP Jexpn 2,58 3,588
=4 200  HTTP Jexp/whcrop=92,5¢ 4,208
@4 304 HTTP fexp/w 0
< >

w1

«}"{i Capturing = All Processes 3 /459 Selected Sessions to Host: msg.baidu.com

1
%

select

4 Fiddler Web Debugger
Fle Edit Rules Tools View Help #fFiddler £} GeoEdge
28 WinConfig () 43 Replay % - b Go | ¥ Stream Ui Decode | Keep: All sessions ~ & Any Process §4 Find

Result  Protocol Host  URL Body Caching Content-Typg P ™
304 HTTP jir 0 ul
4 HTTRE ’ |:. cl
304 HTTP 0 cl
304 HTTP 0 d
304  HTTP jingyan.baidu.com  jeventfimg/ninayefan252... ] d
200 HTTP f.hiphotos.baidu.com  fexp/whorop=92,69/sign. .. 4,093 image,png d
200 HTTP a.hiphotos.baidu.com  fexp/whorop=92,69/sign. .. 4,776 image,png d
200 HTTP e.hiphotos.baidu.com  fexpfwhorop=92,69/sign... 4,208 image,fpng d
200 HTTP msg.baidu.com  /fmsg/msg_dataGetmsgCo. .. 224 text/html d
200 HTTP g.hiphotos.baidu.com  fexpfwhorop=92,69/sign. .. 1,886 max-ag..] image/png d
200 HTTP c.hiphotos.baidu.com  fexpfwhorop=92,69/sian... 7,210 max-ag..] image/png d
200 HTTP b.hiphotos.baidu.com  fexp/whorop=92,69/sign. .. 3,588 max-aq..] image/png d
200 HTTP d.hiphotos.baidu.com  fexp/whorop=92,69/sign. .. 4,208 max-aq..] image/png d
304  HTTP f.hiphotos.baidu.com  fexp/w=500/sign=7cc1ds. .. 0 max-ag..|] image/png dw

£ >

1
14

& Capturing = All Processes 111 /459  Selected 111 sessions where RESPONSE's Content-Type. Contains{image)

4
1

[t

cls

30/35



€ Fiddler Web Debugger
Fle Edit Rules Tools View Help #f Fiddler EI GeoEdge
28 WinConfig () #4 Replay %+ b Go | ¥ Stream Ui Decode | Keep: All sessions ~ & Any Process §4 Find

Result  Protocol Host  URL Body Caching Content-Type  Procg

Mo Sessions captured
(or all were hidden by filters)

. >
;i:ﬁ Capturing = All Processes ]
dump

4 Fiddler Web Debugger
Fle Edit Rules Tools View Help #f Fddler £7 GeoEdge
28 WinConfig () 43 Replay X~ b Go | ¥ Stream i Decode | Keep: All sessions - 39 Any Process 34 Find [El S

Result  Protocol Host  LRL Body Caching Content-Type  Proc ﬁ
200 HTTP Tunnel to 143 0 svich @
200 HTTP Tunnel to 43 0 chirof

RIFRIEHE Fle

a1
Tl

?&‘Ii Capturing = All Processes 2 Dumped all sessions to fi\Users\YukiOne\Documents'Fiddler 2\Captures\dump.saz

W :

W] AE#Z R Fiddler FRIKEIAAMIE , AT ARE2EEKIETR , BT R i 40
USRI B B REARAPLE K, 2N FoRfA)
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4 Fiddler Web Debugger - O X
File Edit Rules Tools View Help # Fiddler EZ GeoEdge
28 WinConfig () 44 Replay X~ b Go | ¥ Stream §iiDecode | Keep: All sessions = &3 Any Process 34 Find [] Save |8 (3) @& Browse -~ =
# Result  Protocol Host  URL Body Caching Content-Ty, _ﬁ Composer [ log [ Fiters ™= Timeline
! 17 - HTTP wwwe.baidu.com jsearch/error.html -1 @ Statistics '“’k Inspectors £ AutoResponder
! 18 - HTTP c.csdnimg.cn fpublic/common/ftoolbar fcs. .. -1 Headers | TextView WebForms HexView
! 19 - HTTP c.csdnimg.cn jcomm_askcss fask_float_... -1 Auth Cookies | Raw 150N XML
! 20 - HTTP static.blog.csdn.net  /skin/default/css/style.css... -1
! 21 - HTTP static.blog.csdn.net  fscripts/SyntaxHighlighter. .. -1 2ET o html HTTE/T I
!22 - HTTP static.blog.csdn.net  fcssjcommentl.css -1 |, ¢ /eearch/ervor. itms HITR/L-Z
[ GBS - HTTP static.blog.csdn.net  Jcss/stylel.css -1 Cache 2
! 24 - HTTP iknowpc.bdimg.com  /static/common,pkg/comm. .. -1 Caﬁe{ontol;o-‘:adﬂe
! 25 - HTTP bbs.fishc.com jdata/cachefstyle_52_co... -1 i Pr:gma. no-cacne
! 6 - HTTP bbs.fishc.com [data/fcache/style_52_for... -1 Ie:ccept' ==
gz? - HTTP |kno'n'pc.bd|m.g.com fstat.chueshonfpkgfalo_ﬂ... -1 Accept-Encoding: gzip, deflate, sdch
28 - HTTP exp.bdstah.c.com fstah.c;"commonfpkgfcomm... -1 Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.6
[l 25 - HTTP exp.bdstatic.com  fstatic/comman/pkg/comm. .. -1 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé
! 30 - HTTP exp.bdstatic.com  /static/article fpkg/artide_... -1 Cookies W
U 31 - HTTP exp.bdstatic.com  /static/article/pkafartide_... -1 rs 3
- HTTP exp.bdstatic.com  [static/activity fwidgetfuifr... -1
! HTTP T - 13 1 Break on Response
- J— - -1 | Get syntaxview | Transformer | Headers
g HTTP -1 TextView Image\iew HexView WebView
7 HTTP
! j— N Auth Caching | Cookies | Raw 150N
IS HTTP 1 XML
'y - HTTP
U N B The SyntaxzView Inspector displays
1. SF—TEHEeEHE R (Sj?gltax_gl)(g],{};_hgl}%ted I-,ITML, SCI};I%JE,
2. AEF TS ST > il 38 oz @ telh e
2 = ;
= ’lﬁﬂi—rﬁgﬁ‘%&ﬁ’ﬁlﬁﬁ Download and Install SyntaxView now...
Lesrn more about Inspector add-ons. ..
Remove this page
;‘:ﬁi Capturing = All Processes 1/23 http: /fwww.baidu.com search/error.html

4 Fiddler Web Debugger
Fle Edit Rules Tools View Help #f Fiddler £ GeoEdge
28 WinConfig C) 43 Replay X~ b Go | ¥ Stream il Decode | Keep: All sessions -~ &9 Any Process 34 Find [El S

# Result  Protocol Host  LRL Body Caching Content ™ ﬁ
=80 200 HTTP szw.live.com  fuploaddata.aspx 0 private @
i 81 - HTTP aupl.v4.b1.download.windowsupdat... /cfupdtf2015/11/10586.0... -1

82 200 HTTP Tunnel to  snt407-m. hotmail . com: 443 o]

¢354 wifi.360.cn  foonffogpub, htmi?t=113... 143 text/hin

85 Tunnel to  dients4.google.com: 443 582 no- text/hin

(2 88 Tunnel to  snt407-m. hotmail. com: 443 0

87 Tunnel to  snt407-m. hotmail . com: 443 o]

E

,_

il
o
oo

com. hk:443 [n}

LnJ 89 Tunnel to [u] Fie
(& g0 Tunnel to o

— Tunnel to n

e L, u!

m 92 www, baidu, com -1

(293 HTTP Tunnel to 0

m 94 - HTTP w. baidu.com -1 W

£ >
:j Capturing = All Processes 85 ResponseURI breakpoint for www.baidu.com
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€& Fiddler Web Debugger
File Edit Rules Tools View Help f#f Fiddler ;:3 GeoEdge
B8 WinConfig C) +4 Replay % - b Go ‘ Stream %:% Decode | Keep: All sessions ~ &F Any Process 33 Find 5
# Result  Protocol Host  LURL Body Caching Content ™ ﬁ
= 89 200 HTTP Tunnel to www.baidu. com:443 ] @
= 20 200 HTTP Tunnel to  www.baidu. com:443 ]
=91 200 HTTP Tunnel to  www.baidu. com:443 ]
m a2 - HTTP www.baidu.com [/ -1
=93 200 HTTP Tunnel to  ssl.gstatic. com: 443 ]
m 94 - HTTP www.baidu.com [/ -1
[%] 25 302  HTIP www.baidu.com [ 215 text/hin
=97 200 HTTP Tunnel to  sp0.baidu.com: 443 ]
(93 200 HTTP Tunnel to  sp0.baidu.com: 443 i Fla
(i ———— - . - -
=99 200 HTTP Tunnel to  sp0.baidu.com: 443 ]
8w I A :
=] 100 200 HTTP b Tunnel to  sp0.baidu.com: 443 ]
= 101 200 HTTP Tunnel to  sp0.baidu.com: 443 ]
= 102 200 HTTP Tunnel to  sp0.baidu.com: 443 ]
= 103 200 HTTP Tunnel to  spl.baidu.com: 443 ] W
£ >

é‘-*{} Capturing = All Processes 112 ResponselURI breakpeint deared

bps

4 Fiddler Web Debugger

File Edit Rules Tools View Help ff Fiddler ::3 GeoEdge

28 WinConfig ) +3 Replay X~ B Go | ¥ Stream i Decode | Keep: All sessions - &5 Any Process 33 Finc
# Result  Protocol Host LURL Body Caching Content ™
= 123 200 HTTP Tunnel to  on.bing.com: 443 0

@124 20 HTTP Tunnel to cn.bing. com: 443 0

& 125 200 HTTP Tunnel to  cn.bing.com: 443 0

& 126 200 HTTP Tunnel to  on.bing.com: 443 0

& 127 200 HTTP Tunnel to snt407-m. hotmail. com: 443 0

m 123 - HTTP start.firefoxchina.cn -1

] 200 HTTP Tunnel to  profile. accounts. firefox.c... 0

& 130 200 HTTP Tunnel to  tiles.services.mozilla.com:. .. 0

sy 131 200 HTTP Tunnel to  ss0.bdstatic. com: 443 ]

= 132 200 HTTP Tunnel to  sp3.baidu.com: 443 0

(& 133 200 HTTP Tunnel to  sp3.baidu. com: 443 0

m 134 - HTTP ocsp.digicert.com ,|" -1

m 135 ocsp, dlglcert com
!

A‘.‘%} Capturing = All Processes 1126 http: /focsp. digicert.com/
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& Fiddler Web Debugger
File Edit Rules Tools View Help ff Fiddler ::3 GeoEdge
28 WinConfig ) #s Replay X~ b Go | ¥ Stream Hifi Decode

Keep: All sessions » 5 Any Process 33 Finc

# Result
(8222 302
&¥223 200
Elz24 200
Gpoos 304
226 200
Elz27 200
iF2 200
H229 200
0 200
FH231 200
Elz3z 200
233 00
Elz34 200
(Elz35 200
£

Protocol

Host

cache.baiducontent. com

www, baidu. com

ubmecmm. baidustatic. com

static. duoshuo. com

pos. baidu. com

ubmecmm. baidustatic. com
55.cnzz.com

hm.baidu.com

W.CNZZ. COm

C.CNZZ. COMm

ﬁgﬁ%gﬁ.”n Z9.cnzz.com
C.CNZZ. COMm
gl4.cnzz.com
hm. baidu. com

URL

ffavicon.ico
f=earchjerror.himl
fmediafv1/0f0000Twa-0A. ..
fembed.js
facom?exps=112019&di=...
fmediafv1/0f000a4mvEME. ..
fz_stat.php?id=1000344454
fhm.js?d26829d1a1e703a. ..
fq_stat.php?id=12561150...
fcore.php?web_id=10003...
[stat.him?id=1000344454. ..
fcore.php?web_id=12561. ..
[stat.htm?id=1256115(
jhm.giffcc=08&ck=1&d=2...

Body Caching
230
6,120 max-ag...
54,996 max-ag...
0 max-ag...
645 post-ch...
212,239 max-aq...
9,941 max-ag...
8,792 max-ag...
9,943 max-ag...
2,940 Expires...
43
765 Expires...
43
43 private...

Content ™

text/hin
text/hin
imagea

textfjav
imagea
applicat
applicat
applicat
applicat
image/g
applicat
image/a
imagefg v
>

;;j Capturing

= All Processes

1/213

Response Status breakpoint deared

bpv

€ Fiddler Web Debugger
File Edit Rules Tools View Help #f Fiddler 5:3 GeoEdge

28 WinCaonfig () ## Replay X -

b Go

& stream §ii Decode

# Result  Protocol
&1 200 HTTP
2 - HTTP
[ K - HTTP
[ - HTTP
s - HTTP
(5 - HTTP
- - HTTP
[ - HTTP
[ iE] - HTTP
i 10 - HTTP
i 11 - HTTP
= - HTTP

~

= All Processes

;‘:ﬁi Capturing

Host

Tunnel to
nsdick.baidu.com
jingyan.baidu.com
jingyan.baidu.com
cache.baiducontent.com
kstj.baidu.com
kstj.baidu.com
kstj.baidu.com
edick.baidu.com
edick.baidu.com
edick.baidu. coj
zhi .com

1/12

URL

" google.com.hk: 443
Ju.gif?ts=ziqBpid=2418si...
[staticfartidefuiflogflog.gi...
farticle/0aa2237554a9db. ..
fc?m=9f65cb4a8c8507ed. ..
fv.gif?pid=1028&url=http...
fv.gif?pid=1028&url=http...
fv.gif?pid=1028&url=http...
fa.js?tu=u23987325]

M tu=u239873485k=e...
[search?im=0&rn=108&pn...

- O *
Keep: All sessions ~ &5 Any Process 33 Find [&] Save g @ & Browse - =
Body Caching Content-Ty, Iﬁ Composer El log [ Filters "= Timeline
1] @ Statistics Tk& Inspectors j AutoResponder
-1 IHeaders | TextView | WebForms | HexView |
-1 Auth | Cookies | Raw | JsoN | x|
-1 —
-1 -
4 GET /sparch?lo(&rn=-10&pn-0&fr-searchiie-gbki
1 Client -
Accept: text/html,application xhtml+xml,applicati
1 Accept-Encoding: gzip, deflate, sdch
a1 Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.6
i User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing:
- Cookies
=l Cookie: IK_CID_79=1; I¥_CID_83=3; BDUS5=m.
Miscellaneous
Referer: http://zhidao. baidu. com link?url=lvaslac v
) o« >

o —
http: /{zhidao. baidu. com/search?lm=0&rn=108&pn =0&fr =search&ie =gbk&word =win 10 +%:D 7%:E9%:E 2%DF %:C 2904

|l @ oy (td

=

= All Processes

1/121

http: /{zs.bdgn.cn/

€ Fiddler Web Debugger — O *
File Edit Rules Tools View Help #f Fiddler 5:3 GeoEdge
& WinConfig ) 43 Replay X~ b Go | Stream §ii Decode | Keep: All sessions ~ &5 Any Process 33 Find Save |03 (@) @ Browse - =
# Result  Protocol Host  URL Body Caching Content * Iﬁ Composer E log [ Filters "= Timeline
200 HTTP pos.baidu.com facom?rdid=23987348dc. .. 2,032 post-ch... texthin @ Statistics -“«é% Inspectors i AutoResponder
IZ| 3 200 HTTP wn.pos.baidu.com  fadx.php?c=d25pZD0zZW... 49 Expires... image/g IHeaders | TextView | WebForms | HexView |
354 200 HTTR zs.bdgn.cn_/ 3,858 textjht Auth | Cookies | Raw | Json | xm |
i HTTP dick.hm.baidu.com jmkt.gif?et=08ai=1ffb08s... 0 private... imagefg —
) ) Request Headers [ leader Definitions]
HTTR cpro.baidustatic.com  fcprojuifnoexpire 1.0... 0 max-ag... applicat e T Rl (=] [ ]
HTTP snippet.pos.baidu.com  /bfp/snippetcacher.php?d... Expires... i s
HTTP ima.baidu.com ” Client ) ) X
HTTP su,bdimg. com v Aopls |mag;fwebp.,|ng;f‘,‘f‘;&i:o.s
HTTP dj0.baidu.com image/g SEEE B TR (RS
. X Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.6
HTTP img.baidu.com - . -
ﬁﬁﬁ?ﬁ,ﬁ & mtLbaidu image/; User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing:
A R - Lo 208/ Miscellaneous
eeSidu.com  fimg/iknow Referer: htip://pos.baidu.com/acomrdid=23987
Tunnel to  dients4.google.com: 443 Transport
mtl.baidu.com ftimg?wh_rate=0&wapikn... imagefip v Connection: keep-alive w
L < >
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g/ go

€ Fiddler Web Debugger

Ele Edit Rules Tools View Help #f Fiddler Ef GeoEdge
88 WinConfig () 3 Replay X~ b Go “ Stream i Decode Keep: All sessions ~ &5 Any Process # Find
# Result  Protocol Host LRL Body Caching Content-Ty
m 1 - HTTP cache.baiducontent.com  fc?m=9f65ch4a8c8507d.., -1

m 3 - HTTP Tunnel to  www.google.com.hk: 443 -1

m 4 - HTTP www.baidu.com fsearchferror.html -1

m 5 HTTP Tunnel o www.google.com.hk:443 1

m-’: HTTP Tunnel to  passport.csdn.net:443 1

m 7 HTTP Tunnel to  passpar 443

mi HTTP Tunnel to  passport.csdn.net:443 1

m 9 - HTTP blog.csdn.net  fohmyairl/artide fdetails/1... -1

il 10 - HTTP bbs.fishc.com  [thread-66795-1-1. html -1

m 12 - HTTP rhidao.baidu.com  flink?url=33la0tAJ8_2pL... -1

m 13 - HTTP jingyan.baidu.com fartide/0aa2237554a%db. .. -1

m 14 - HTTP cache.baiducontent.com  fc?m=9f65ch4a8c8507ed -1

m 15 HTTP Tunnel to  blocklist.addans.mozilla.or. .. 1

£ >

=

1/13 http: ffweww . google.com. hk: 443

= All Processes

ﬂf Capturing

& Fiddler Web Debugger
View Help fiff Fiddler [} GeoEdge
§ Stream 5 Decode

Rules Tools

8% WinConfig () 4 Replay X~ b Go Keep: All sessions = &5 Any Process # Find

File Edit

: Result
@1 200
1 -
&4 200
&5 200
leJ ] 200
&7 200
] 200
L+ ] 200
€¥10 200
€12 200
€¥13 200
€¥14 200
2 15 200
[&] 16 302

EIEIrs
1

1+ Capturing

T

v

Protocol

13333

T
|
o

333333

T
|
L=}

3

= All Processes

Host

cache. baiducontent. com
Tunnel to
www, baidu. com

blog.cedn.net

bbs. fishc,com

zhidao. baidu. com
jingyan.baidu. com
cache.baiducontent. com

Tunnel to

cache.baiducontent. com

1/25

LURL

fc?m=9fa5ch4a3ca507ed. ..
www.google, com.hk: 443
fsearch/errar. himl

passport.csdn.net: 44

fohmygirl farticle fdetailsf1...

fthread-66795-1-1.himl

Jink2url=lv3slaotius_2plL...
farticle[0aa2237554a%db. ..

ExecAction: g

Body
7,531
-1
5,120

0
11,541
25,541
30,612
20,899

7,531

Caching

max-ag...

private...

Content ™
text/hin

textthin

textthin
text/hin
textthin
textfhin
textthin

text/hin w
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